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“Health systems around the world are not ready!”

— Dr. Mike Ryan, Head of WHO Emergency Health Programme
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Lars Hilse works as an information security strategist for governments, and the private
sector. For over two decades he was a member of a voluntary fire department, and

acted as a battalion chief. During the course of his duty he was exposed to epidemic/
pandemic trainings and methodologies.
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security. This document is a condensed list of countermeasures
C on an organisation all-together. It has been infl
a multitude of sources both practical, an

impact of
INternationa

a pandemi

best practi

ce fromr

WWW.LARSHILSE.COM
Global Thought Leader in #DigitalStrategy, #CyberSecurity, #CyberTerrorism, #CyberDefence, #CyberCrime

'O reduce the

uenced by

d theoretical.


https://twitter.com/hashtag/DigitalStrategy?src=hash
https://twitter.com/hashtag/CyberSecurity?src=hash
https://twitter.com/hashtag/CyberTerrorism?src=hash
https://twitter.com/hashtag/CyberDefence?src=hash
https://twitter.com/hashtag/CyberCrime?src=hash

—Naniing Remote VVOorK

Utmost priority is to prevent the virus from getting in // Amongst others, this can be
achieved by complicating the spread in office spaces // All staff with remote work
access need to stay clear of coworkers // Enabling a majority of staff to work remotely
ASAP has highest priority
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The crisis management team Is responsible for act
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—

vating/deactivating the pandemic

porotocol /1 They also oversee the correct execution of the protocol during until
porotocol deactivation, and return to normal operations // Members should be
representatives from executive level, work-/health safety, purchase, |T, asset

management, union reps
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Datermining Core Business and
—ersonnes

Determination limitation of business processes //

ey

Deflne criteria to business

reestablisnment after pandemic // Which processes may under no circumstances be

iNnterrupted; what is necessary to ach

infrastructure personnel // Personne
work > Which

for social aspects; social obligations //
staff can work from home
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Determining which products/services from partners are indispensable // Researching

services the company has

to temporarily replace In

‘0 provide 1o Iits clier

e/similar products/services // Determining which products/
ts // Agreements with contract staffers

fected workers
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Dr~tA~t £ 4 '

‘otection of the BUSINESS

Securing delivery/storage of critical resources // Factory/workplace security has to be
upheld // Facility management has to be ensured // Ample supply of food, and safe

drinking water // Ensuring trash collection, energy, functioning public transport and
public health system // Assuming disruption in social life
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—stablisning Contact to Institut
outside of the Organisation

Energy suppliers, etc. // Establishing contacts to chambers of commerce // Creating a
pandemic network w/ neighbouring businesses, the community, etc. to exchange
iInformation, collective procurement of supplies, etc.
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Oroganising Care for Employees
ADI0a0

Establishing contact with embassies/consulates // Premature recalling of employees
abroad /I Preparation for the pandemic in offices albroad // Organising backhaul of
employees that have fallen ill, etc.
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Calculation of necessary materials // Researching correct materials // Respirators/
s /1 Gloves [/ Goggles // Furth

Mas

disinfec

INg materia

how materials are d

COSt

s // Medication (an

er personal protect
virals, etc.) // Vacci
istributed // Establishi
Paper towels to clean nose // Thermome

transfer with health insurances et al. //

Nng hygiene plans

on gear // Cleaning ar

nation plans // Deter
/I Hand hygiene pro

ers to measure temperature // Nego
Procurement of antivirals through

oharmacy/manufacturer // Seek permission to store within organisation
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ities //

Creating pro

“reparatory Medical Planning

Determining a medical practitioner (medical lead)

/I Planning and tasking of the
organisations medical service // Planning required personnel // Acquiring additional
personnel /1 Staffing reviews // Staff training in par

demic, hygienic principles,

Pandemic trainings // Determin

through antivirals
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Oroganisat

o

onal Measures 1or
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Activation of key personnel /1 S

Upply of catering services, drinks, and food on site to

avoid employees leaving site to eat // Supply enough personal protection gear //

Advice on tr

Proper clean

iNng of the workplace //

e correct usage of sanitary facilities // Continue use of air conditioning //

Personal hygiene training // Avoiding contact with

other staff // Correct behaviour upon symptoms
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Acquire continuous reports from government // Keep informed about therapeutica or
vaccinations becoming available // Cooperate with pandemic network // Maintaining
contact with customers // Acquire information about potential involvement into

r

organisational sovereignty // Reporting infected staff.
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\/ledica

\/easures

Limiting site access // Controlling movement of employees on site // Controlling

personal meetings // Asking staff for tr

suspected, lockout and sent to med

elr welloeing upon arrival on site // It infecti

cal practitioner //

Decon

taminating everythir

infected staff has come into contact with // Secure usage of p

ublic places/interact
with customers // Separating entrance and exit // Provide staff with medicati

medical advice, personal hygiene advice, recommend vaccination (if available)
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\/easures
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Retaining contact to unplanned absentees, deactivated employees // Provide

iINformation about domest
relatives of infected staff
INnfected > offer housing

iINformation about the conar

IC protecti
[l Supporti
for staff //

ve measures and behaviour // Of
INg next-of-kin upon death of sta

LI

‘er support to
T /1 If relative

ting travel to infection hotspots // Provide
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When the pandemic is over the cris|
operations in the organisation by rolli

O

Norma

reverse order.
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Contact Information

f you have further questions, and/or need assistance in implementing measures for
the safety of your organisation please reach out now.

Email lars.hilse@gmail.com (PGP Key ID 1/7FFC660)
Phone +49 (0)4835 9513027
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